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Chromium Vulnerabilities Impacting Prisma Access Browser
Tracking #:432317275
Date:15-05-2025

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Palo Alto Networks has issued a cybersecurity advisory
addressing multiple Chromium vulnerabilities incorporated into its Prisma Access Browser product.

TECHNICAL DETAILS:

Palo Alto Networks has issued a cybersecurity advisory addressing multiple Chromium
vulnerabilities incorporated into its Prisma Access Browser product. This update includes patches
for 16 CVEs ranging from use-after-free, heap buffer overflows, to improper input validation — all of
which pose high risks to confidentiality, integrity, and availability.

While there is no evidence of active exploitation, these vulnerabilities can be leveraged via network-
based attacks and require active user interaction, but no privileges or special configurations. Palo
Alto Networks urges customers to upgrade affected versions immediately.

CVSS & Exploitability Summary
o Base Score: 9.4 (High)
o Attack Vector: Network
o Attack Complexity: Low
e User Interaction: Required
e Privileges Required: None

CVE-2025-3066 135.16.8.96
CVE-2025-3067 135.16.8.96
CVE-2025-3068 135.16.8.96
CVE-2025-3069 135.16.8.96
CVE-2025-3070 135.16.8.96
CVE-2025-3071 135.16.8.96
CVE-2025-3072 135.16.8.96
CVE-2025-3073 135.16.8.96
CVE-2025-3074 135.16.8.96
CVE-2025-3619 135.16.8.96
CVE-2025-3620 135.16.8.96
CVE-2025-4050 136.11.9.93
CVE-2025-4051 136.11.9.93
CVE-2025-4052 136.11.9.93
CVE-2025-4096 136.11.9.93
CVE-2025-4372 136.11.9.93

https://www.csc.gov.ae
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RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade Prisma Access Browser to fixed or latest
versions at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://security.paloaltonetworks.com/PAN-SA-2025-0009
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