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The UAE Cyber Security Council has observed that Google recently released security updates to patch 
multiple vulnerabilities in the Chrome Browser. 
 

 
 
 

On February 20, 2024, Google released security updates to address multiple vulnerabilities in the 
Chrome browser. These updates include 12 security fixes, some of which were reported by external 
researchers. These vulnerabilities could potentially allow attackers to remotely execute arbitrary 
code on affected systems, compromise sensitive data, or bypass security restrictions. 

 
Vulnerabilities Details: 

 
CVE Severity Description 

CVE-2024-1669 High Out of bounds memory access in Blink 
CVE-2024-1670 High Use after free in Mojo 
CVE-2024-1671 Medium Inappropriate implementation in Site Isolation 
CVE-2024-1672 Medium Inappropriate implementation in Content Security Policy 
CVE-2024-1673 Medium Use after free in Accessibility 
CVE-2024-1674 Medium Inappropriate implementation in Navigation 
CVE-2024-1675 Medium Insufficient policy enforcement in Download 
CVE-2024-1676 Low Inappropriate implementation in Navigation 

 
Chrome Latest Versions: 
Chrome 122 (122.0.6261.64) for Android 
Chrome 122.0.6261.57 for Linux and Mac and 122.0.6261.57/.58 for Windows 
Chrome 122 (122.0.6261.62) for iOS 
 

 
 

 
The UAE Cyber Security Council Recommends Updating to the Latest Version of Chrome. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

1. https://chromereleases.googleblog.com/ 
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