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The UAE Cyber Security Council has observed Multiple Vulnerabilities in Oracle Products, which 
could be potentially exploited by a malicious user to compromise an affected system. 
 

 
 
 

1.CVE-2024-20917 
• CVSS Base Score: 7.5 HIGH 
• A vulnerability exists in the Oracle Enterprise Manager Base Platform that could allow an 

unauthenticated attacker with network access to compromise the system. Successful attacks 
require human interaction from a person other than the attacker and may significantly impact 
additional products. An attacker could exploit this vulnerability to gain unauthorized access 
to critical data, modify or delete data, or cause a denial-of-service condition. 

 
 
2.CVE-2024-20939 

• CVSS Base Score: 4.3 MEDIUM 
• A vulnerability exists in the Oracle CRM Technical Foundation product of Oracle E-Business 

Suite (component: Admin Console)., A low privileged attacker with network access can exploit 
this vulnerability to cause a partial denial-of-service (DoS) condition. 

 
Affected Products: 
Oracle CRM Technical Foundation v12.2.3-v12.2.13 
Oracle Enterprise Manager Base Platform v13.5.0.0 

 
 
 

 
The UAE Cyber Security Council recommends applying the mitigation or workaround provided by 
Oracle. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

1. https://www.oracle.com/security-alerts/cpujan2024.html 
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