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The UAE Cyber Security Council has observed a zero-click shortcut vulnerability in Apple products 
that could be exploited to obtain sensitive data from affected devices. 
 
 

 
 

Vulnerabilities Details: 
 

• CVE-2024-23204 
• CVSS Base Score: 7.5 HIGH 
• A vulnerability exists in Apple's Shortcuts application. This vulnerability could allow an 

attacker to access sensitive data on a user's device without prompting the user for permission.  
• An attacker could potentially exploit this vulnerability to gain access to sensitive information 

on a vulnerable device, such as contacts, location data, photos, or even passwords. 
 

Latest Versions:  
 
• iOS 17.3.1, iPadOS 17.3.1, macOS Sonoma 14.3.1, and watchOS 10.3.1 

 
 
 

 
The UAE Cyber Security Council recommends applying the security updates recently released by 
Apple. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
 
1. https://support.apple.com/en-us/HT214059   
2. https://support.apple.com/en-us/HT214060   
3. https://support.apple.com/en-us/HT214061 
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