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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Dell recently released security advisories to
address multiple vulnerabilities in its products.

TECHNICAL DETAILS:

Dell has released security advisories to address multiple vulnerabilities affecting various Dell
products. A threat actor could exploit some of these vulnerabilities to compromise the affected
systems.

Critical Vulnerabilities Details:

DSA-2024-085: Security Update for Dell Avamar Server, Dell Avamar Virtual Edition, Dell Integrated
Critical | Data Protection Appliance (IDPA) for Apache Struts 2 Vulnerability.

DSA-2024-097: Security update for Dell Avamar, Dell NetWorker Virtual Edition (NVE) and Dell
PowerProtect DP Series Appliance / Dell Integrated Data Protection Appliance (IDPA) Security
Critical | Update for Multiple Vulnerabilities.

Critical | ?DSA-2024-092: Security Update for Dell RecoverPoint for Virtual Machines Multiple Vulnerabilities
DSA-2024-075: Security Update for Dell APEX Cloud Platform for Red Hat OpenShift for a Third-Party
Critical | Component Vulnerability

Critical | DSA-2024-061: Dell Power Protect Data Manager Update for Multiple Security Vulnerabilities
DSA-2024-042: Dell Unity, Dell Unity VSA and Dell Unity XT Security Update for Multiple

Critical | Vulnerabilities

Critical | DSA-2024-047 : Security Update for Dell SmartFabric Storage Software Vulnerabilities.

Critical | DSA-2024-057: Security Update for Dell Data Protection Central for Third-Party Vulnerabilities
DSA-2024-070: Security Update for Dell Avamar, Dell Avamar Virtual Edition Multiple Security
Critical | Vulnerabilities

Critical | DSA-2024-063 : Security Update for Dell Data Protection Search Multiple Security Vulnerabilities

Note: Refer to Dell Security Advisories here for CVE details and more information

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the mitigation or workaround provided by
Dell.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://www.dell.com/support/security/en-us
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https://www.dell.com/support/kbdoc/en-us/000222406/dsa-2024-085-security-update-for-dell-avamar-server-dell-avamar-virtual-edition-dell-integrated-data-protection-appliance-idpa-for-apache-struts-2-vulnerability
https://www.dell.com/support/kbdoc/en-us/000222406/dsa-2024-085-security-update-for-dell-avamar-server-dell-avamar-virtual-edition-dell-integrated-data-protection-appliance-idpa-for-apache-struts-2-vulnerability
https://www.dell.com/support/kbdoc/en-us/000222395/dsa-2024-097-security-update-for-dell-avamar-dell-networker-virtual-edition-nve-and-dell-powerprotect-dp-series-appliance-dell-integrated-data-protection-appliance-idpa-security-update-for-multiple-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000222395/dsa-2024-097-security-update-for-dell-avamar-dell-networker-virtual-edition-nve-and-dell-powerprotect-dp-series-appliance-dell-integrated-data-protection-appliance-idpa-security-update-for-multiple-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000222395/dsa-2024-097-security-update-for-dell-avamar-dell-networker-virtual-edition-nve-and-dell-powerprotect-dp-series-appliance-dell-integrated-data-protection-appliance-idpa-security-update-for-multiple-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000222133/dsa-2024-092-security-update-for-dell-recoverpoint-for-virtual-machines-multiple-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000222050/dsa-2024-075-security-update-for-dell-apex-cloud-platform-for-red-hat-openshift-for-a-third-party-component-vulnerability
https://www.dell.com/support/kbdoc/en-us/000222050/dsa-2024-075-security-update-for-dell-apex-cloud-platform-for-red-hat-openshift-for-a-third-party-component-vulnerability
https://www.dell.com/support/kbdoc/en-us/000222025/dsa-2024-061-dell-power-protect-data-manager-update-for-multiple-security-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000222010/dsa-2024-042-dell-unity-dell-unity-vsa-and-dell-unity-xt-security-update-for-multiple-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000222010/dsa-2024-042-dell-unity-dell-unity-vsa-and-dell-unity-xt-security-update-for-multiple-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000221912/dsa-20204-047-security-update-for-dell-smartfabric-storage-software-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000221816/dsa-2024-057-security-update-for-dell-data-protection-central-for-third-party-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000221770/dsa-2024-070-security-update-for-dell-avamar-and-dell-avamar-virtual-edition-multiple-security-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000221770/dsa-2024-070-security-update-for-dell-avamar-and-dell-avamar-virtual-edition-multiple-security-vulnerabilities
https://www.dell.com/support/kbdoc/en-us/000221720/dsa-2024-063-security-update-for-dell-data-protection-search-multiple-security-vulnerabilities
https://www.dell.com/support/security/en-us

