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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Ivanti has released security updates to address several
vulnerabilities in its products.

TECHNICAL DETAILS:

Vulnerabilities Details:

1. Ivanti Neurons for ITSM:
e (CVE-2023-4680
e A patch is now available for all supported versions of Ivanti Neurons for ITSM (2023.3,
2023.2 and 2023.1), and the patch has been applied to all Ivanti Neurons for ITSM Cloud
landscapes.
e Unsupported versions are also at risk, customers should upgrade to a supported version
before applying the patch.

2. lvanti Standalone Sentry:
e (CVE-2023-41724- Critical RCE vulnerability
e The vulnerability affects all supported version of Ivanti Standalone Sentry (9.17.0, 9.18.0,
and 9.19.0) as well as older, unsupported ones (<9.17.0).
e Users of the latter are advised to upgrade to a supported version and deploy the patch
(9.17.1,9.18.1 0r 9.19.1).

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by Ivanti.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

1. https://www.ivanti.com/blog/security-update-for-ivanti-standalone-sentry
2. https://www.ivanti.com/blog/security-update-for-ivanti-neurons-for-itsm
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