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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Jenkins has released security updates to address
vulnerabilities in its products.

TECHNICAL DETAILS:

Vulnerabilities Details:

e (CVE-2024-22201- Severity (CVSS): High

e HTTP/2 denial of service vulnerability in bundled Jetty

e Jenkins 2.443 and earlier, LTS 2.440.1 and earlier bundles versions of Jetty affected by this
security vulnerability and allows unauthenticated attackers to cause a denial of service.

Affected Versions :
e Jenkins weekly up to and including 2.443
e Jenkins LTS up to and including 2.440.1

Fixed Versions:
¢ Jenkins weekly should be updated to version 2.444
e Jenkins LTS should be updated to version 2.440.2

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by Jenkins

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

1. https://www.jenkins.io/security/advisory/2024-03-20/

https://www.csc.gov.ae
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