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The UAE Cyber Security Council has observed a malicious phishing campaign is impersonating 
ADNOC entity and targeting UAE users. 
 
 
 

 
Threat Intelligence has been notified of a malicious phishing campaign that impersonates ADNOC 
entity and targeting UAE users. The email messages may contain malicious attachments or links. 
Therefore, it is advised not to click any links in the messages and not to enter any personal data. 
 
Alert Reference: 

 

 
 

 

TECHNICAL DETAILS: 

EXECUTIVE SUMMARY: 
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• Do not click on any links within the suspicious emails. 
• Do not open any attachments. 
• Do not enter any personal information if prompted by the email. 
• Report suspicious messages: Forward suspicious messages to the relevant authorities.  
• User Awareness Training: Educate employees on phishing, social engineering, and secure 

password practices. 
• Security Software: Keep antivirus and endpoint detection and response (EDR) solutions up-

to-date. 
• Regularly update all software, including operating systems and applications, to patch 

vulnerabilities. 
• Regular Backups: Implement a robust backup routine with backups stored offline and 

regularly tested for recoverability. 
• Endpoint Security: Utilize endpoint detection and response (EDR) solutions to monitor 

systems for suspicious activity. 
• Multi-Factor Authentication (MFA): Enforce MFA on all critical systems and accounts. 

 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings (e.g. IOCs, TTPs...etc). 
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 

RECOMMENDATIONS: 


