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Phishing campaign impersonating ADNOC and Targeting UAE users
Tracking #:432315727
Date:25-03-2024

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL




Threat Intelligence Report

EXECUTIVE SUMMARY:
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The UAE Cyber Security Council has observed a malicious phishing campaign is impersonating

ADNOC entity and targeting UAE users.

TECHNICAL DETAILS:

Threat Intelligence has been notified of a malicious phishing campaign that impersonates ADNOC
entity and targeting UAE users. The email messages may contain malicious attachments or links.
Therefore, it is advised not to click any links in the messages and not to enter any personal data.

Alert Reference:

EXPRESSION OF INTEREST (EOI)
INVITATION/ACKNOWLEDGEMENT FORM

With reference to the above Expression of Interest (EOI) invitation, we would like to inform you
that we want to participate in your EO/VENDOR Registration process. We agree to treat the
contents of the invitation as confidential within our organization, and we will not disclose any aspect
of any agreement to a third party.

Upon reviewing all other documents attached in your initial mail, we have our verdict as below:

o1 Yes, we will submit our EOI DOCUMENTS as well as PROOF OF PAYMENT for the

Refundable Mandatory Application Surety Deposit of AED 68,500.00 (Equiv. $18,650 USD) on
or before the specified closing time stated in your Invitation Letter.

::_ Company Name:
Representative Name:
Title:

Signature and Stamp:

Date:

ADNOC Vendor Registration

£

register@portal-adnocae.com
jeu. 21/03, 1454

laurence giovannetti <laurence.giovann ¥

VENDOR ASSESSMENT ...

462 Ko

ADNOC VENDOR QUES...
442 Ko

ADNOC EOI FORM.pdf
274 Ko

nite(s) (1 Mo)  Télécharger tout

Dear Laurence,

Notice for vendors registration and intending partners for
2024/2025 projects as we continue the development of Abu
Dhabi National Oil Company (ADNOC) located at Abu Dhabi
National Oil Company Tower, West Corniche Road, P.O. Box
898 United Arab Emirates.

All Intending Vendors must carefully study the Vendor
Assessment Policy Letter and confirm interest by signing the
EOI Acceptance Form. Please be informed that vendor
registration for contractor/vendor/supplier for 2024/2025
project will be closing in less than two weeks beginning fro
today.

The purpese of this, is to enable prospective

Contractars/Vendars and exiting vendors, who are

interested in receiving the Invitation to Tender (ITT) or
Quotatio RFO i -

Début du message réexpédié :

De: ADNOC UAE <adnocae@hotmail.com>
Objet: Rép. : ADNOC Vendor Registration
Date: 20 mars 2024 3 02:09:03 UTC+1

Dear Sir/Madam,

Greetings of the day

Your earliest response will be sppreciated.

Kind Regards - Mohammed Abdelgalil Ali Ahmed
Vendor Registration Unit
Abu Dhabi - United Arab Emirates

https://www.csc.gov.ae

We are inviting your esteemed company for vendor registration and partnership for 2024/2025 projects with Abu Dhabi National Oil Company (ADNOC) ULAE.

Should you find this to be of interest to participate in the process, please confirm your interest by sending an EMAIL to ADNOC UAE Registration Pertal (register@portal-adnecae.com| asking for Vendor Questionnaire and EQI Forms.
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ADNOC Vendor Registration

RECOMMENDATIONS:

Do not click on any links within the suspicious emails.

Do not open any attachments.

Do not enter any personal information if prompted by the email.

Report suspicious messages: Forward suspicious messages to the relevant authorities.

User Awareness Training: Educate employees on phishing, social engineering, and secure

password practices.

e Security Software: Keep antivirus and endpoint detection and response (EDR) solutions up-
to-date.

e Regularly update all software, including operating systems and applications, to patch
vulnerabilities.

e Regular Backups: Implement a robust backup routine with backups stored offline and
regularly tested for recoverability.

e Endpoint Security: Utilize endpoint detection and response (EDR) solutions to monitor
systems for suspicious activity.

e Multi-Factor Authentication (MFA): Enforce MFA on all critical systems and accounts.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings (e.g. IOCs, TTPs...etc).

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

https://www.csc.gov.ae
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