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The UAE Cyber Security Council has observed Microsoft recently released security updates to patch 
critical vulnerability in the Edge browser. 
 
 
 

 
 
On March 27, 2024, Microsoft released emergency security updates to address a critical vulnerability 
tracked as CVE-2024-2883 (Chromium: Use after free in ANGLE) in the Microsoft Edge browser. 
This vulnerability is reported to be actively exploited in the wild and poses a significant risk to users. 
 
Successful exploitation of this vulnerability could allow an attacker to remotely execute malicious 
code on a vulnerable system. This could give the attacker complete control over the system, allowing 
them to steal data, install malware, or disrupt operations. 
 

 
Fixed Versions: 
 

• Microsoft Edge Stable Channel Version 123.0.2420.65  
• Microsoft Edge Extended Stable Channel Version 122.0.2365.113 

 
 

 
 
 
The UAE Cyber Security Council recommends to update the Microsoft Edge browser to the latest 
version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
 
1. https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-2883 
2. https://learn.microsoft.com/en-us/deployedge/microsoft-edge-relnotes-security 
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