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The UAE Cyber Security Council has observed that Cisco recently released security updates to address 
multiple vulnerabilities in its products. 
 

 
On April 03, 2024 Cisco has released security updates to address multiple vulnerabilities in its 
products. These vulnerabilities could be exploited by attackers to gain unauthorized access, execute 
arbitrary code, steal sensitive information, or disrupt critical systems. 

 
Vulnerabilities Details: 

CVE Severity Description 
CVE-2024-20348 High Cisco Nexus Dashboard Fabric Controller Plug and Play 

Arbitrary File Read Vulnerability 
CVE-2024-20334 Medium Cisco TelePresence Management Suite Cross-Site Scripting 

Vulnerability 
CVE-2024-20362 Medium Cisco Small Business RV016, RV042, RV042G, RV082, 

RV320, and RV325 Routers Cross-Site Scripting 
Vulnerability 

CVE-2024-20282 Medium Cisco Nexus Dashboard Privilege Escalation Vulnerability 
CVE-2024-20302 Medium Cisco Nexus Dashboard Orchestrator Unauthorized Policy 

Actions Vulnerability 
CVE-2024-20283 Medium Cisco Nexus Dashboard Information Disclosure 

Vulnerability 
CVE-2024-20281 Medium Cisco Nexus Dashboard and Nexus Dashboard Hosted 

Services Cross-Site Request Forgery Vulnerability 
CVE-2024-20332 Medium Cisco Identity Services Engine Server-Side Request Forgery 

Vulnerability 
CVE-2024-20368 Medium Cisco Identity Services Engine Cross-Site Request Forgery 

Vulnerability 
CVE-2024-20367 Medium Cisco Enterprise Chat and Email Cross-Site Scripting 

Vulnerability 
CVE-2024-20310 Medium Cisco Unified Communications Manager IM & Presence 

Service Cross-Site Scripting Vulnerability 
CVE-2024-20347 
CVE-2024-20352 

Medium Cisco Emergency Responder Cross-Site Request Forgery and 
Directory Traversal Vulnerabilities 

 
 

The UAE Cyber Security Council recommends applying the mitigation or workaround provided by 
Cisco. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
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