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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Juniper Networks recently released security
updates to patch multiple vulnerabilities in its products.

TECHNICAL DETAILS:

Juniper Networks has identified and addressed multiple vulnerabilities in Junos OS, Junos OS Evolved,
and other products. These vulnerabilities could potentially allow attackers to remotely execute code,
cause denial-of-service (DoS) conditions, or leak sensitive information.

Successful exploitation of these vulnerabilities could lead to:
e Remote code execution
e Denial-of-service (DoS) conditions
e Disclosure of sensitive information
o Failure to block traffic
o Failure to perform traffic authentication

Critical Severity:

2024-04 Security Bulletin: Junos OS and Junos OS Evolved: Multiple cURL vulnerabilities resolved.
2024-04 Security Bulletin: cRPD: Multiple vulnerabilities resolved in 23.4R1 release

2024-04 Security Bulletin: Juniper Cloud Native Router: Multiple vulnerabilities resolved in 23.4
release

Affected Products
e Junos OS
e Junos OS Evolved
o Paragon Active Assurance Control Center
e Junos cRPD
e Cloud Native Router
e Other Juniper Networks products

Note: Additional information and CVE details can be found on Juniper Networks support portal

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by
Juniper Networks.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://supportportal.juniper.net/s/global-
search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descend
ing&f:ctype=[Security%20Advisories]

https://www.csc.gov.ae
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