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ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed High-Severity Vulnerabilities in SolarWinds Serv-U and
SolarWinds Platform products. These vulnerabilities could potentially enable attackers to execute
malicious code or compromise sensitive data on affected systems.

TECHNICAL DETAILS:

Vulnerabilities Details:

1. CVE-2024-28073
e CVSS Score 8.4 High
e Adirectory traversal vulnerability exists in Serv-U that could allow an attacker to exploit the
vulnerability to gain unauthorized access to the server's file system and potentially execute
arbitrary code.
2. CVE-2024-29003
e CVSS Score 7.5 High
e Across-site scripting (XSS) vulnerability has been exists in the maps section of the SolarWinds
Platform user interface. This vulnerability allows an attacker to inject malicious scripts into
web pages viewed by other users. These scripts could then be used to steal data, redirect users
to malicious websites, or perform other attacks.
3. CVE-2024-29001
e CVSS Score 7.5 High
¢ An SWQL injection vulnerability exists in the SolarWinds Platform user interface. An attacker
who successfully exploits this vulnerability could potentially execute arbitrary code on
affected systems.

Affected Versions:
e SolarWinds Serv-U 15.4.1.128 and prior versions
e SolarWinds Platform 2024.1 and prior versions
Fixed Versions:
e SolarWinds Serv-U 15.4.2
e SolarWinds Platform 2024.1 SR 1

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by SolarWinds.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://www.solarwinds.com/trust-center/security-advisories

https://www.csc.gov.ae
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