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Security Updates-Foxit PDF
Tracking #:432315796
Date:29-04-2024

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Foxit released security updates to address potential
security and stability issues in Foxit PDF Reader and Editor.

TECHNICAL DETAILS:

Foxit has released Foxit PDF Reader 2024.2 and Foxit PDF Editor 2024.2, which address potential
security and stability issues.Addressed potential issues where the application could be exposed to
User-After-Free or Type Confusion vulnerability and crash when opening certain PDF files that
contain JavaScripts, which attackers could exploit to execute arbitrary code. This occurs due to the
use of object that has been deleted or freed without proper validation. (CVE-2024-25938, CVE-2024-
25648, CVE-2024-25575)
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Affected Products:
Product Affected versions Platform
Foxit PDF Reader 2024.1.0.23997 and earlier Windows
(previously named
Foxit Reader)
Foxit PDF Editor 2024.1.0.23997, 2023.3.0.23028 and all previous Windows
(previously named 2023.x versions, 13.0.1.21693 and all previous 13.x
Foxit PhantomPDF) versions, 12.1.4.15400 and all previous 12.x
versions, 11.2.8.53842 and earlier
Foxit PDF Editor for 2024.1.0.63682, 2023.3.0.63083 and all previous macOS
Mac (previously 2023.x versions, 13.0.1.61866 and all previous 13.x
named Foxit versions, 12.1.2.55366 and all previous 12.x
PhantomPDF Mac) versions, 11.1.6.0109 and earlier
Foxit PDF Reader for 2024.1.0.63682 and earlier macOS
Mac (previously
named Foxit
Reader Mac)
Fixed Versions:




ADVISORY

Atrad) o yule

CYBER SECURITY COUNCIL

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by Foxit.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://www.foxit.com/support/security-bulletins.html
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