
 TLP: WHITE 
 

 

 

 
  

Threat actor claims to target countries in the Middle East 
Tracking #:432315800 

Date:29-04-2024 
 

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED 
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE 
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL  
 



 TLP: WHITE 
 

1 

 
 
Threat Intelligence Report 

 

https://www.csc.gov.ae
 

 

 
 

The UAE Cyber Security Council has observed a threat actor claiming to target four countries, 
including two in the Middle East. The threat actor also mentioned that they will target the main 
airports. While the credibility and specific methods of the threat are unclear, it's crucial for entities 
to take proactive measures. 
 

 
 

Threat Intelligence Team was notified of a Telegram post from “Anonymous Arabia” channel claiming 
to target 4 countries including 2 countries from the Middle East. The threat actor also mentioned that 
they will target the main airports. 
 
 
Alert Reference: 

 
 

 
Source: https[:]//t[.]me/Anonymous_v7X/94 

TECHNICAL DETAILS: 

EXECUTIVE SUMMARY: 
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• Remain vigilant and attentive to any unusual events or actions that may indicate 
malicious intent. 

• Consider anti-DDoS solutions from ISPs or security vendors, if already subscribed then 
verify the anti-DDoS configuration. 

• Notify immediately if any unusual or concerning findings are discovered. 
• Implement strong authentication methods, such as multi-factor authentication (MFA), for 

all critical systems and applications. 
• Ensure that all software, operating systems, and security applications are up to date with 

the latest patches and updates. 
• Regularly back up the data and store it in a secure location 
• Monitor network traffic for unusual or suspicious activities using intrusion detection 

systems (IDS) and intrusion prevention systems (IPS). 
 

 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 

RECOMMENDATIONS: 


