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The UAE Cyber Security Council has observed Google recently released security updates to address 
multiple vulnerabilities in the Chrome browser. 
 

 
 
 

Google released a security update for Chrome browser to address multiple vulnerabilities. These 
vulnerabilities could potentially allow attackers to remotely execute malicious code on a victim's 
machine, leading to data theft, system compromise, or other malicious activities. 
 
Vulnerabilities Details: 

• CVE-2024-4058 (Critical Severity): Type Confusion in ANGLE 
• CVE-2024-4331 (High Severity): Use after free in Picture In Picture.  
• CVE-2024-4368 (High Severity): Use after free in Dawn 

 
 
Fixed Versions: 

• Stable Channel Update 
o 124.0.6367.118/.119 for Windows and Mac  
o Chrome 124.0.6367.118 to Linux  

• Extended Stable Channel Update 
o Chrome 124.0.6367.118 for Windows and Mac 

• Chrome 124.0.6367.113 for Android 
• LTS channel to 120.0.6099.309 

 
 
 

The UAE Cyber Security Council recommends updating Google Chrome to the latest version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

https://chromereleases.googleblog.com/ 
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