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High-Severity XSS Vulnerability in WordPress Core
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a High-Severity vulnerability in the WordPress core,
specifically within the Avatar block which could allow both authenticated and unauthenticated
attackers to execute malicious scripts, potentially leading to full site control.

TECHNICAL DETAILS:

Vulnerabilities Details:

Vulnerability ID: CVE-2024-4439,7.2 HIGH

Affected Versions: WordPress Core versions up to 6.5.2

Vulnerability Type: Stored Cross-Site Scripting (XSS)

Impact: Potential compromise of website, including data theft, defacement, and malware
distribution.

Affected Versions: 6.5 - 6.5.1, 6.4 - 6.4.3,6.3 - 6.3.3,6.2 - 6.2.4,6.1 - 6.1.5, 6.0 - 6.0.7

Fixed Versions: Versions: 6.1.6, 6.2.5, 6.3.4, 6.4.4, 6.5.2

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by WordPress.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://wordpress.org/news/2024 /04 /wordpress-6-5-2-maintenance-and-security-release/

https://www.csc.gov.ae
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