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The UAE Cyber Security Council has observed Samsung Mobile released a security update (SMR) for 
their major flagship models to address multiple vulnerabilities. 
 
 

 
Samsung Mobile is released a security update (SMR) for their major flagship models. This update 
includes patches from both Google and Samsung. Google's patches address critical, high, and 
moderate vulnerabilities detailed in the Android Security Bulletin - May 2024. 

 
Critical Vulnerabilities: CVE-2023-28582, CVE-2024-23706, CVE-2024-23700 
 
High: CVE-2024-0042, CVE-2024-20039, CVE-2024-20040, CVE-2024-21463, CVE-2023-33115, 
CVE-2023-33096, CVE-2023-33103, CVE-2023-33084, CVE-2023-33095, CVE-2023-33104, CVE-
2023-33086, CVE-2023-33101, CVE-2023-33100, CVE-2023-33099, CVE-2024-21468, CVE-2024-
21472, CVE-2024-0024, CVE-2024-0025, CVE-2024-23705, CVE-2024-23708, CVE-2024-0043, CVE-
2024-23707, CVE-2024-23709, CVE-2024-23703, CVE-2024-23701, CVE-2024-23702 
 
Moderate: CVE-2024-20021 
 
Not applicable to Samsung devices: CVE-2023-28547, CVE-2023-33023 
 

 
 
 
 

The UAE Cyber Security Council recommends to install this security update as soon as possible.  
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings. 
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 

 
https://security.samsungmobile.com/securityUpdate.smsb 
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