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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed IBM released Security updates to address an
information disclosure vulnerability in QRadar SIEM.

TECHNICAL DETAILS:

Vulnerability Details:

e CVE-2024-27269- CVSS 3.0 Base Score 6.8
e [BM QRadar SIEM 7.5 could allow a privileged user to configure user management
that would disclose unintended sensitive information across tenants.

Affected Products:
e IBM QRadar SIEM 7.5.0

Fixed Versions:
e Refer to IBM Security Bulletin 7150684 for a patch IBM QRadar SIEM v 7.5.0 UP8 IF02,
upgrade, or suggested workaround information.

RECOMMENDATIONS:

The UAE Cyber Security Council recommends installing the fixed versions released by IBM.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://www.ibm.com/support/pages/security-bulletin-ibm-qradar-siem-contains-multiple-
vulnerabilities-14

https://www.csc.gov.ae
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