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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a vulnerability has been identified in Apache OFBiz
allows attackers to remotely execute code on vulnerable systems.

TECHNICAL DETAILS:

Vulnerability Details:

e Vulnerability: CVE-2024-32113 - Improper Limitation of a Pathname to a Restricted
Directory ('Path Traversal') vulnerability in Apache OFBiz.

o Affected Software: Apache OFBiz versions prior to 18.12.13

e Impact: Successful exploitation of this vulnerability could allow for remote code execution
in the context of the affected service account. Depending on the privileges associated with
the service account, an attacker could then install programs; view, change, or delete data;
or create new accounts with full user rights.

o Fixed Version: Apache OFBiz Version 18.12.13

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade to fixed version at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:
https://nvd.nist.gov/vuln/detail/CVE-2024-32113

https://www.csc.gov.ae
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