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The UAE Cyber Security Council has observed that Adobe recently released security updates to patch 
multiple vulnerabilities in its products. 
 

 
 

 
Adobe released security updates to address multiple vulnerabilities in several of its products. Adobe 
released patches addressing 37 CVEs in Adobe Acrobat and Reader, Illustrator, Substance3D Painter, 
Adobe Aero, Substance3D Designer, Adobe Animate, FrameMaker, and Dreamweaver. It includes 
multiple Critical-rated bugs that are often used by malware and ransomware gangs. Of the 37 
vulnerabilities, 26 are given critical severity ratings. Successful exploitation of these vulnerabilities 
may lead to arbitrary code execution. 
 
 

Affected Products  Affected Version Fixed Version 
Acrobat DC & Acrobat Reader 
DC 

24.002.20736 and earlier 
versions 

24.002.20759 Windows and 
macOS 

Acrobat 2020 and Acrobat 
Reader 2020 

20.005.30574 and earlier 
versions 

Win: 20.005.30636 
Mac: 20.005.30635 

Illustrator 2024   28.4 and earlier versions  
Windows and macOS 
 

28.5 
Windows and macOS 

Illustrator 2023 
 

27.9.3 and earlier versions 27.9.4 
Windows and macOS 

Adobe Substance 3D Painter 9.1.2 and earlier versions 10.0.0 
Aero 
 
 

0.23.4 and earlier versions     
0.24.4 Windows and macOS 

Substance 3D Designer 13.1.1 and earlier versions  13.1.2 
Adobe Animate 2023 23.0.5 and earlier versions 23.0.6 Windows and macOS 
Adobe Animate 2024 24.0.2 and earlier versions 24.0.3 Windows and macOS 
Adobe FrameMaker 
 

2020 Release Update 5 and 
earlier   Windows 
2022 Release Update 3 and 
earlier   Windows 

FrameMaker 2020 Update 6 
FrameMaker 2022 Update 4 

Adobe Dreamweaver 21.3 and earlier versions 21.4Windows and macOS 
 
 
 
 
 
 
 
 
 

TECHNICAL DETAILS: 

EXECUTIVE SUMMARY: 
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The UAE Cyber Security Council recommends applying the security updates recently released by 
Adobe. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings. 
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
 

https://helpx.adobe.com/security/security-bulletin.html 

RECOMMENDATIONS: 

REFERENCES: 


