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ADVISORY

EXECUTIVE SUMMARY:
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The UAE Cyber Security Council has observed that ManageEngine released security updates to
address a vulnerability in the ManageEngine PAM360.

TECHNICAL DETAILS:

Vulnerabilities Details:

ID:CVE-2024-27312-An authorization vulnerability in PAM360

CVSS v3-Base Score: 8.1

Vector: CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:N

Severity: High

Impact : This vulnerability can allow non-admin users to perform privileged operations by
sending crafted requests to the PAM360 server.

Affected Version:
o PAM360-6600

Fixed Version:
o PAM360 6601

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating PAM360 to the latest version.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://www.manageengine.com/privileged-access-management/advisory/cve-2024-27312.html

https://www.csc.gov.ae
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

