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The UAE Cyber Security Council has observed that Atlassian released security updates to address 
multiple vulnerabilities in the Atlassian products. 

 
 

 
 
Atlassian released security bulletin to address critical and high-severity vulnerabilities discovered in 
various Atlassian products. The vulnerabilities reported in this Security Bulletin include 35 high-
severity vulnerabilities and 2 critical-severity vulnerabilities which have been fixed in new versions. 
 
Notable Vulnerabilities addressed: 

• CVE-2024-21683- 8.3 High- RCE (Remote Code Execution) in Confluence Data Center and 
Server 

• CVE-2024-1597- 9.8 Critical- Confluence Data Center and Server & - non-Atlassian Jira 
Software dependency Vulnerability 

 
Affected Versions Fixed Versions 

Confluence Data Center and Server 
• 8.9.0 & 8.8.0 to 8.8.1 
• 8.7.1 to 8.7.2 & 8.6.0 to 8.6.2 
• 8.4.0 to 8.4.5 & 8.3.0 to 8.3.4 
• 8.2.0 to 8.2.3 
• 8.0.0 to 8.0.4 & 8.1.0 to 8.1.4 
• 7.20.0 to 7.20.3 
• 8.5.0 to 8.5.8 (LTS)  
• 7.19.0 to 7.19.21 (LTS) 

 

 
 
 
8.9.1 Data Center Only 
8.5.9 (LTS) recommended 
7.19.22 (LTS) 

 
 
 
 

The UAE Cyber Security Council recommends to apply the security patch as soon as possible. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 

 
 

 
https://confluence.atlassian.com/security/security-bulletin-may-21-2024-1387867145.html 
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