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The UAE Cyber Security Council has observed multiple vulnerabilities in Trend Micro products. These 
vulnerabilities could be exploited by an attacker to gain privileges on a system, potentially leading to 
remote code execution or information disclosure. 
 

 
Vulnerabilities Details: 

CVE Severity Description 
CVE-2024-36358 High Agent Link Following Local Privilege Escalation 

Vulnerability  
CVE-2024-36302 and CVE-
2024-36303 

High Origin Validation Error Local Privilege Escalation 
Vulnerability  

CVE-2024-36304 High Security Agent Time-Of-Check Time-Of-Use Local 
Privilege Vulnerability  

CVE-2024-36305 High Security Agent Link Following Local Privilege 
Vulnerability  

CVE-2024-36306 Medium Damage Cleanup Engine Link Following Denial-of-
Service Vulnerability  

CVE-2024-36307 Medium Security Agent Link Following Information Disclosure 
Vulnerability  

 
Affected Versions: 

Product Affected Version(s)  Platform  
Apex One  2019 (On-prem) Windows 
Apex One as a Service  SaaS Windows 
Deep Security Agent   20.x builds below 20.0.0.1-3180  Windows 

 
Fixed Versions: 

Product Updated version  Platform  
Apex One  SP1 CP b12980 Windows 
Apex One as a 
Service  

May 2024 Maintenance Release (202405)  
Security Agent version: 14.0.13139 

Windows 

Deep Security Agent  Deep Security Agent 20.0.1-9400 for Windows  
(20 LTS Update 2024-05-16) 

Windows 

 
 

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest 
versions released by Trend Micro. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
• https://success.trendmicro.com/dcx/s/solution/000298063 
• https://success.trendmicro.com/dcx/s/solution/000298151 
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