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The UAE Cyber Security Council has observed SolarWinds released security updates to address 
multiple vulnerabilities in SolarWinds Platform. 
 

 
 
 
CVE-2024-28996-Severity High-SolarWinds Platform SWQL Injection Vulnerability-The 
SolarWinds Platform was determined to be affected by a SWQL Injection Vulnerability. Attack 
complexity is high for this vulnerability. 

 
CVE-2024-29004-Severity High-SolarWinds Platform Stored XSS Vulnerability-The SolarWinds 
Platform was determined to be affected by a stored cross-site scripting vulnerability affecting the 
web console. High-privileged user credentials are needed, and user interaction is required to exploit 
this vulnerability. 
 
 
Affected Products:  

• SolarWinds Platform 2024.1 SR 1 and previous versions 
 
Fixed Software Release: 

• SolarWinds Platform 2024.2 
 
 
 
 

 
The UAE Cyber Security Council recommends applying the security updates recently released by 
SolarWinds. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 

 
https://www.solarwinds.com/trust-center/security-advisories/cve-2024-29004 
https://www.solarwinds.com/trust-center/security-advisories/cve-2024-28996 
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