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The UAE Cyber Security Council has observed a high-severity vulnerability in SolarWinds Serv-U that 
could be exploited to gain unauthorized access to sensitive files on the system, potentially leading to 
data breaches or further compromise. 
 
 

 
Vulnerability Details: 
 

• CVE-2024-28995 
• CVSS Score 8.6 High 
• SolarWinds Serv-U contains a directory transversal vulnerability. This vulnerability allows an 

attacker to bypass security measures and access sensitive files on the underlying host 
machine's file system. 

• An attacker who successfully exploits this vulnerability could gain access to sensitive 
information such as credentials, configuration files, and other confidential data stored on the 
server. This could lead to further compromise of the system or lateral movement within the 
network. 

 
Affected Versions: 

 
• SolarWinds Serv-U 15.4.2 HF 1 and previous versions 

 
Fixed Version: 
 

• SolarWinds Serv-U 15.4.2 HF 2 
 
 
 

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest 
versions released by SolarWinds. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 

 
• https://www.solarwinds.com/trust-center/security-advisories/cve-2024-28995 
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