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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Google recently released security updates to address
vulnerabilities in the Chrome OS and ChromeOS Flex

TECHNICAL DETAILS:

Google has released security updates to address vulnerabilities in Chrome OS and ChromeOS Flex.
These updates are available for both the LTS (Long Term Support) and Stable channels.

Vulnerability Details:

e The LTS channel update includes selective security fixes for the following high-severity
vulnerabilities in Chrome Browser:

o CVE-2024-5499 (High): Out of bounds write in Streams API
o CVE-2024-5274 (High): Type Confusion in V8

e These vulnerabilities could potentially allow attackers to execute arbitrary code on a
vulnerable system or compromise system data.

Fixed Versions:
e LTS channel: LTS-120 Version 120.0.6099.314 (Platform Version: 15662.111)
o Stable channel: OS version: 15853.61.0, Browser version: 125.0.6422.169

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by
Google.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://chromereleases.googleblog.com/
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