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Security Updates: HP ThinPro
Tracking #:432315961
Date:19-06-2024

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL




ADVISORY

(P rad) (e yulons

CYBER SECURITY COUNCIL ==

EXECUTIVE SUMMARY:
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The UAE Cyber Security Council has observed HP released security updates to address multiple
vulnerabilities in HP ThinPro.

TECHNICAL DETAILS:

HP has released HP ThinPro 8.0 SP 9 to address potential security vulnerabilities in previous versions
of HP ThinPro. This update includes critical and high-severity patches to mitigate identified
vulnerabilities.

Notable Vulnerabilities:

CVSS:
3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:
CVE-2022-37434 | 9.8 Critical | H/I:H/A:H klibc
CVSS:
3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:
CVE-2016-9841 | 9.8 Critical | H/I:H/A:H klibc
CVSS:
3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:
CVE-2023-6816 | 9.8 Critical | H/I:H/A:H X.Org X Server

Fixed Version:
e HP Thin Pro 8.0 SP9 release

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the Fixed versions as soon as possible.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:
e https://support.hp.com/us-en/document/ish_10765469-10765518-16/hpsbhf03944
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