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Security Updates- Samsung
Tracking #:432316011
Date:02-07-2024

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Samsung Mobile released a security update (SMR) for
their major flagship models to address multiple vulnerabilities.

TECHNICAL DETAILS:

Samsung has released security update to address vulnerabilities in its major flagship models. This
update includes patches from Google's Android Security Bulletin - July 2024 and additional fixes from
Samsung. These vulnerabilities could potentially allow attackers to gain unauthorized access to a
device or steal data.

Critical:
e (CVE-2023-43556, CVE-2023-43538, CVE-2023-43551, CVE-2024-31320

High:

e (CVE-2024-0671, CVE-2024-1065, CVE-2024-23698, CVE-2024-23696, CVE-2024-23697,
CVE-2024-23695, CVE-2024-23711, CVE-2024-26926, CVE-2024-20066, CVE-2024-20068,
CVE-2024-20067, CVE-2023-43542, CVE-2024-23363, CVE-2024-31331, CVE-2024-34720,
CVE-2024-34723, CVE-2024-31332, CVE-2024-31339, CVE-2024-34722, CVE-2024-34721,
CVE-2024-31338

Not applicable to Samsung devices:

e (CVE-2024-20069, CVE-2024-20065

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by
Samsung.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://security.samsungmobile.com/securityUpdate.smsb

https://www.csc.gov.ae
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