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Security Updates-Citrix Products
Tracking #:432316039
Date:10-07-2024

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Citrix has released security updates to address several
vulnerabilities across multiple products that could allow a cyber threat actor to take control of an
affected system.

TECHNICAL DETAILS:

Citrix has released security updates to address several vulnerabilities across multiple products that
could allow a cyber threat actor to take control of an affected system.

0,

+ NetScaler ADC and NetScaler Gateway

e (CVE-2024-5491: Denial of Service vulnerability affecting ADC or Gateway appliances
configured with SNMP (NSIP/SNIP)

e (CVE-2024-5492: Open redirect vulnerability allows a remote unauthenticated attacker to
redirect users to arbitrary websites

+ NetScaler Console, Agent and SVM
e CVE-2024-6235 and CVE-2024-6236

% Citrix Workspace app for HTML5
e CVE-2024-6148 and CVE-2024-6149

+ Citrix Provisioning
e CVE-2024-6150

+ Windows Virtual Delivery Agent for CVAD and Citrix DaaS
e CVE-2024-6151

++ Citrix Workspace app for Windows
e C(CVE-2024-6286

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to review the updates mentioned and apply them as
soon as possible.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

https://www.csc.gov.ae/
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REFERENCES:

https://support.citrix.com/article/CTX677944 /netscaler-adc-and-netscaler-gateway-
security-bulletin-for-cve20245491-and-cve20245492
https://support.citrix.com/article/CTX678037 /citrix-workspace-app-for-html5-security-
bulletin-cve20246148-and-cve20246149

https://support.citrix.com/article/CTX677998 /netscaler-console-agent-and-svm-security-
bulletin-for-cve20246235-and-cve20246236

https://support.citrix.com/article/CTX678025 /citrix-provisioning-security-bulletin-
cve20246150
https://support.citrix.com/article/CTX678035/windows-virtual-delivery-agent-for-cvad-
and-citrix-daas-security-bulletin-cve20246151
https://support.citrix.com/article/CTX678036/citrix-workspace-app-for-windows-security-
bulletin-cve20246286
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