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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that VMware released security updates to address a
vulnerability in their products.

TECHNICAL DETAILS:

An SQL-injection vulnerability in VMware Aria Automation was privately reported to
VMware. Patches and workarounds are available to remediate or workaround this vulnerability in
the affected VMware product.

Vulnerability Details:

e CVE-2024-22280 | Base Score: 8.5 - High
o VMware Aria Automation does not apply correct input validation which allows for
SQL-injection in the product.
o  An authenticated malicious user could enter specially crafted SQL queries and

perform unauthorised read/write operations in the database.

Affected Versions:

e VMware Aria Automation 8.x

e VMware Cloud Foundation 5.x, 4.x

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by
VMware.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/24598

https://www.csc.gov.ae/
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