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The UAE Cyber Security Council has observed that Ivanti released security updates to address 
multiple vulnerabilities in Ivanti Endpoint Manager for Mobile (EPMM). 

 
 
 

Vulnerability Details: 
 

CVE Description CVSS 

CVE-2024-36130  

An insufficient authorization vulnerability in web 
component of EPMM prior to 12.1.0.1 allows an 
unauthorized attacker within the network to execute 
arbitrary commands on the underlying operating system of 
the appliance.   

8.8  

CVE-2024-36131  

An insecure deserialization vulnerability in web component 
of EPMM prior to 12.1.0.1 allows an authenticated remote 
attacker to execute arbitrary commands on the underlying 
operating system of the appliance.  

8.8  

CVE-2024-36132  
Insufficient verification of authentication controls in EPMM 
prior to 12.1.0.1 allows a remote attacker to bypass 
authentication and access sensitive resources.  

8.2  

CVE-2024-34788  
An improper authentication vulnerability in web 
component of EPMM prior to 12.1.0.1 allows a remote 
malicious user to access potentially sensitive information   

5.3  

 
 

Fixed versions: 
 
• EPMM (Core) versions 11.12.0.3, 12.0.0.3 and 12.1.0.1 

 
 
 
 

 
The UAE Cyber Security Council recommends applying the security updates recently released by 
Ivanti. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

 
• https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-for-

Mobile-EPMM-July-2024?language=en_US 
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