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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Google released security updates to address
multiple vulnerabilities in Google Chrome.

TECHNICAL DETAILS:

Vulnerability Details (including but not limited to):

CVE-2024-6988| Severity - High | Use after free in Downloads.

CVE-2024-6989| Severity - High | Use after free in Loader.

CVE-2024-6991]| Severity - High | Use after free in Dawn.

CVE-2024-6992| Severity - High | Out of bounds memory access in ANGLE.
CVE-2024-6993| Severity - High | Inappropriate implementation in Canvas.
CVE-2024-6994| Severity - Medium | Heap buffer overflow in Layout.
CVE-2024-6995| Severity - Medium | Inappropriate implementation in Fullscreen.

Fixed Versions:

e 127.0.6533.72/73 for Windows, Mac
e 127.0.6533.72 for Linux
e 127.0.6533.64 for Android

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by
Google.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://chromereleases.googleblog.com/2024 /07 /stable-channel-update-for-
desktop_23.html

e https://chromereleases.googleblog.com/2024 /07 /chrome-for-android-update_23.html

https://www.csc.gov.ae/
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