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The UAE Cyber Security Council has observed a reflected cross-site scripting vulnerability  in the 
Okta Browser Plugin for Chrome, Edge, Firefox, and Safari. 

 
 
 

A reflected cross-site scripting vulnerability  has been identified in the Okta Browser Plugin versions 
6.5.0 to 6.31.0 for Chrome, Edge, Firefox, and Safari. This issue affects users who have added Okta 
Personal to enable multi-account views and allows attackers to potentially exploit user inputs when 
saving credentials.  
 
CVE: CVE-2024-0981,CVSS Score: 7.1,High 
Affected Versions: Okta Browser Plugin versions 6.5.0 to 6.31.0. 
Impacted Product: Users who have configured the multi-account view using Okta Personal. 
CVSS Score: 7.1,High 
Resolution: The vulnerability has been addressed in version 6.32.0, released on July 22, 2024. 

 
 
 

 
The UAE Cyber Security Council recommends to upgrade the Okta Browser Plugin to the fixed 
Version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

• https://trust.okta.com/security-advisories/okta-browser-plugin-reflected-cross-site-
scripting-cve-2024-0981/?&web_view=true 
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