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The UAE Cyber Security Council has observed that Progress released security updates to address a 
critical vulnerability in their Telerik Report Server. 

 
 
 

Vulnerability Details: 
 

• CVE-2024-6327 | Base score: 9.9 – Critical  
o The vulnerability is due to a deserialization of untrusted data weakness that attackers 

can exploit to gain remote code execution on unpatched servers.  
 

Affected Version: 

 
• Progress Telerik Report Server 10.1.24.514 and earlier 

 
Fixed Version: 
 

• Progress Telerik Report Server version 10.1.24.709. 
 

Note: You can temporarily mitigate this issue by changing the user for the Report Server Application 
Pool to one with limited permissions. 

 
 
 

 
The UAE Cyber Security Council recommends applying the latest security updates at the earliest. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

 
• https://docs.telerik.com/report-server/knowledge-base/deserialization-vulnerability-cve-

2024-6327 
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