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The UAE Cyber Security Council has observed a High Severity vulnerability in Progress MOVEit 
Transfer that can lead to Privilege Escalation. 
 

 
 
Vulnerability Details: 
 

• CVE-ID:CVE-2024-6576, CVSS: 7.3-High 
• Improper Authentication vulnerability in Progress MOVEit Transfer (SFTP module) can lead 

to Privilege Escalation.  
• Affects: MOVEit Transfer from 2023.0.0 before 2023.0.12, from 2023.1.0 before 2023.1.7, 

from 2024.0.0 before 2024.0.3. 
 

Fixed Versions: 
• MOVEit Transfer 2024.0.3 (16.0.3) 
• MOVEit Transfer 2023.1.7 (15.1.7) 
• MOVEit Transfer 2023.0.12 (15.0.12) 

 
 
 

 
The UAE Cyber Security Council recommends applying the security updates recently released by 
progress. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

 
• https://community.progress.com/s/article/MOVEit-Transfer-Product-Security-Alert-Bulletin-

July-2024-CVE-2024-6576 
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