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The UAE Cyber Security Council has observed that Google released security updates to address 
multiple vulnerabilities in Chrome. 
 
    

 
The update addresses multiple vulnerabilities including a critical vulnerability. 

 
Vulnerability Details: 
 

• CVE-2024-7532 | Severity– Critical | Out of bounds memory access in ANGLE 
• CVE-2024-7533 | Severity– High | Use after free in Sharing 
• CVE-2024-7550 | Severity– High | Type Confusion in V8 
• CVE-2024-7534 | Severity– High | Heap buffer overflow in Layout 
• CVE-2024-7535 | Severity– High | Inappropriate implementation in V8 
• CVE-2024-7536 | Severity– High | Use after free in WebAudio 
• CVE-2024-6778 | Severity– High | Race in DevTools 
 
 

Fixed Versions: 
 

• 127.0.6533.99/.100 for Windows and Mac 
• 127.0.6533.99 for Linux 
• 120.0.6099.319 for most ChromeOS devices 
 
 
 
 

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions 
at the earliest. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration.  

 
 
 

 
 
 
• https://chromereleases.googleblog.com/2024/08/stable-channel-update-for-desktop.html 
• https://chromereleases.googleblog.com/2024/08/long-term-support-channel-update-

for.html 
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