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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Ivanti released security updates to address
multiple vulnerabilities in Ivanti Avalanche, Neurons for ITSM, and Virtual Traffic Manager (vTM).

TECHNICAL DETAILS:

Ivanti released security updates to address multiple vulnerabilities in Ivanti Avalanche, Neurons for
ITSM, and Virtual Traffic Manager (vTM)

1. Ivanti Avalanche:

e Addressed CVEs- CVE-2024-38652, CVE-2024-38653, CVE-2024-36136, CVE-2024-37399,
CVE-2024-37373

o Affected Versions- 6.3.1, 6.3.2, 6.3.3, 6.3.4, 6.4.0, 6.4.1, 6.4.2, 6.4.3
e Fixed Versions: 6.4.4

2. Ivanti Neurons for ITSM:
e Addressed CVEs- CVE-2024-7569, CVE-2024-7570
e Affected Versions- 2023.4,2023.3,2023.2
o Fixed Versions- 2023.4 w/ patch, 2023.3 w/ patch, 2023.2 w/ patch

3. Ivanti Virtual Traffic Manager (vTM ):
e Addressed CVEs- CVE-2024-7593
o Affected Versions- 22.2,22.3,22.3R2,22.5R1,22.6R1,22.7R1
e Fixed Versions- 22.2R1,22.3R3,22.3R3,22.5R2,22.6R2,22.7R2

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to install the relevant patched version released by
Ivanti.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.
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