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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Zoom has released security updates to address
multiple vulnerabilities in its products.

TECHNICAL DETAILS:

High-Severity Vulnerabilities Details:
e CVE-2024-39825 | Base Score: 8.5 High | Buffer Overflow
o  Buffer overflow in some Zoom Workplace Apps and Rooms Clients may allow an
authenticated user to conduct an escalation of privilege via network access.

e CVE-2024-39818 | Base Score: 7.5 High | Protection Mechanism Failure
o  Protection mechanism failure in some Zoom Workplace Apps and SDKs may allow an
authenticated user to conduct information disclosure via network access.

Affected Products:

e Zoom Workplace Desktop App for Linux before version 6.0.0
Zoom Workplace Desktop App for Windows before version 6.0.0
Zoom Workplace Desktop App for macOS before version 6.0.0
Zoom Workplace VDI Client for Windows before version 5.17.13
Zoom Workplace App for iOS before version 6.0.0
Zoom Workplace App for Android before version 6.0.0
Zoom Rooms App for Windows before version 6.0.0
Zoom Rooms App for Mac before version 6.0.0
Zoom Rooms App for iPad before version 6.0.0
Zoom Workplace App for iOS before version 6.0.10
Zoom Workplace Desktop App for Linux before version 6.0.10
Zoom Workplace Desktop App for Windows before version 6.0.10
Zoom Workplace Desktop App for macOS before version 6.0.10
Zoom Meeting SDK for Windows before version 6.0.10
Zoom Meeting SDK for iOS before version 6.0.10
Zoom Meeting SDK for Android before version 6.0.10
Zoom Meeting SDK for macOS before version 6.0.10
Zoom Meeting SDK for Linux before version 6.0.10

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to install the latest version released by Zoom at the
earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Céber Securii Council extends its aiireciation for the continued collaboration.

e https://www.zoom.com/en/trust/security-bulletin/zsb-24022/
e https://www.zoom.com/en/trust/security-bulletin/zsb-24025/

https://www.csc.gov.ae/

1


https://www.zoom.com/en/trust/security-bulletin/zsb-24022/
https://www.zoom.com/en/trust/security-bulletin/zsb-24025/

