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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL




ADVISORY

it (¥ ulms @

CYBER SECURITY COUNCIL ==

EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Fortinet released a security update to address
vulnerabilities in FortiOS and FortiAnalyzer.

TECHNICAL DETAILS:

Vulnerability Details:

1. CVE-2024-21757- CVSSv3 Score5.5-An unverified password change vulnerability in
FortiManager or FortiAnalyzer may allow a read-write user to modify admin passwords via
the device configuration backup.

2. CVE-2024-36505- CVSSv3 Score 4.7- An improper access control vulnerability in FortiOS
may allow an attacker who has already successfully obtained write access to the underlying
system (via another hypothetical exploit) to bypass the file integrity checking system.

| CVEID | Version |  Affected

FortiAnalyzer 7.4 | 7.4.0 through 7.4.1 Upgrade to 7.4.2 or above
FortiAnalyzer 7.2 | 7.2.0 through 7.2.4 Upgrade to 7.2.5 or above
FortiAnalyzer 7.0 | 7.0.0 through 7.0.10 Upgrade to 7.0.11 or above
CVE-2024-21757 | FortiManager 7.4 | 7.4.0 through 7.4.1 Upgrade to 7.4.2 or above
FortiManager 7.2 | 7.2.0 through 7.2.4 Upgrade to 7.2.5 or above
FortiManager 7.0 | 7.0.0 through 7.0.10 Upgrade to 7.0.11 or above
FortiOS 7.4 7.4.0 through 7.4.3 Upgrade to 7.4.4 or above
FortiOS 7.2 7.2.5 through 7.2.7 Upgrade to 7.2.8 or above
CVE-2024-36505 | Forti0S 7.0 7.0.12 through 7.0.14 Upgrade to 7.0.15 or above
FortiOS 6.4 6.4.13 through 6.4.15 Migrate to a fixed release

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to install the relevant fixed Version released by
Fortinet.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://fortiguard.fortinet.com/psirt/FG-IR-23-467
e https://fortiguard.fortinet.com/psirt/FG-IR-24-012
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