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The UAE Cyber Security Council observed that Microsoft released security updates to patch 
vulnerability in the Edge browser. 
 
 

 
Microsoft has released a security update for the Microsoft Edge browser to address a vulnerability. 
This update incorporates the latest security patches from the Chromium project and includes a 
specific fix for CVE-2024-43472. 
 
Vulnerability Details: 

• CVE-2024-43472  
• CVSS Score 5.8 Medium 
• Elevation of privilege vulnerability exists in Microsoft Edge (Chromium-based). Successful 

exploitation of this vulnerability could allow an attacker to gain elevated user rights on an 
affected system. 

 
Impact 
A successful attack could potentially allow an attacker to: 

• Execute code with elevated privileges 
• Gain unauthorized access to sensitive data 

 
Fixed Versions: 

• Microsoft Edge Stable Channel (Version 127.0.2651.105) 
 

 
 
 
The UAE Cyber Security Council recommends to update the Microsoft Edge browser to the latest 
version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
 
• https://learn.microsoft.com/en-us/deployedge/microsoft-edge-relnotes-security 
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