At (¥ pulme

CYBER SECURITY COUNCIL

(Pt (oY puloms

CYBER SECURITY COUNCIL .2==

Critical RCE Vulnerability in GiveWP Plugin
Tracking #:432316166
Date:20-08-2024

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL




ADVISORY

Pltrad| o yuloe

CYBER SECURITY COUNCIL

EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a critical Remote Code Execution Vulnerability,
identified as CVE-2024-5932, has been discovered in GiveWP Plugin.

TECHNICAL DETAILS:

A critical vulnerability, identified as CVE-2024-5932, has been discovered in the GiveWP plugin, a
widely used donation and fundraising tool for WordPress. This flaw, which has a CVSS score of 10,
if exploited, allowed unauthorized users to execute arbitrary code and delete files on affected
WordPress sites.

CVE ID: CVE-2024-5932

CVSS Score: 10.0 (Critical)

Description: Unauthenticated PHP Object Injection to Remote Code Execution
Affected Plugins: GiveWP - Donation Plugin and Fundraising Platform
Affected Versions: <= 3.14.1

Fully Patched Version: 3.14.2

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to install the patched version of GiveWP Plugin at the
earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.wordfence.com/blog/2024/08/4998-bounty-awarded-and-100000-wordpress-
sites-protected-against-unauthenticated-remote-code-execution-vulnerability-patched-in-
givewp-wordpress-plugin/
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