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The UAE Cyber Security Council has observed that ManageEngine released security updates to 
address a vulnerability in products; Password Manager Pro and PAM360. 
 
 

 
Vulnerability Details:  
 

• CVE-2024-5546 | Base Score: 8.3 | Severity: High | SQL Injection Vulnerability 
o This vulnerability allows an adversary to execute custom queries, and access the 

database table entries using the vulnerable request. However, the dual encryption 
mechanism ensures that the access to sensitive information like passwords remains 
restricted.  

 
Affected Versions: 

• Password Manager Pro: Till 12430 
• PAM360: Till 7000 

 
Fixed Version:  

• Password Manager Pro: 12431 
• PAM360: 7001 

 
 
 
 

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest 
versions released by ManageEngine. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 

 
• https://www.manageengine.com/products/passwordmanagerpro/advisory/cve-2024-

5546.html 
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