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The UAE Cyber Security Council has observed a critical vulnerability in One Identity Safeguard for 
Privileged Passwords  that allows unauthorized access. 
 
 

 
Vulnerability Details:  
 

• CVE-2024-45488 - CVSS Score 9.8 Critical 
• Affects the login process of Safeguard for Privileged Passwords and could potentially allow 

attackers to gain unauthorized access to sensitive systems. 
• This vulnerability only affects instances of Safeguard for Privileged Passwords running on 

VMware or Hyper-V environments. Other platforms are not impacted by this issue. 
 

Affected Versions: 
• One Identity Safeguard for Privileged Passwords versions prior to 7.5.2 

 
Fixed Versions: 

• Privileged Passwords version 7.0.5.1 LTS, 7.4.2, and 7.5.2. 
 
 
 
 

 
The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest 
versions released by One Identity Safeguard. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
 
• https://support.oneidentity.com/kb/4376740/safeguard-for-privileged-passwords-

security-vulnerability-notification-defect-460620 
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