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The UAE Cyber Security Council has observed a code execution vulnerability has been identified in 
VMware Fusion, a virtualization software for macOS. 
 
 

 
A code execution vulnerability (CVE-2024-38811) has been identified in VMware Fusion, a 
virtualization software for macOS. This vulnerability could allow a malicious actor with standard user 
privileges to execute code in the context of the Fusion application. 
 

• CVE ID: CVE-2024-38811- VMware Fusion code-execution vulnerability 
• CVSSv3 Range: 8.8 
• A malicious actor with standard user privileges may exploit this vulnerability to execute code 

in the context of the Fusion application. 
 

Affected Products and Fixed releases: 
 

VMware 
Product 

Affected 
Version 

Running On 
Fixed 
Version 

    Workarounds 

VMware Fusion 13.x MacOS 13.6 None 

 
 

 
 
 

 
The UAE Cyber Security Council recommends to update VMware Fusion to the fixed version at the 
earliest. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 

 
• https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/24939 

TECHNICAL DETAILS: 

RECOMMENDATIONS: 

REFERENCES: 

EXECUTIVE SUMMARY: 


