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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Veeam released a security bulletin addressing
multiple vulnerabilities including critical vulnerabilities in its products.

TECHNICAL DETAILS:

Vulnerability Details:

e CVE-2024-38650 | Base Score: 9.9 - Critical
o  This vulnerability allows a low privileged attacker to access the NTLM hash of service
account on the VSPC server.
o Fixed Version: Veeam Service Provider Console v8.1 (build 8.1.0.21377)

e CVE-2024-39714 | Base Score: 9.9 - Critical
o  This vulnerability allows a low privileged attacker to access the NTLM hash of service
account on the VSPC server.
o Fixed Version: Veeam Service Provider Console v8.1 (build 8.1.0.21377)

e CVE-2024-40711 | Base Score: 9.8 - Critical
o  This vulnerability allows unauthenticated remote code execution.
o Fixed Version: Veeam Backup & Replication 12.2 (build 12.2.0.334)

e CVE-2024-42024 | Base Score: 9.1 - Critical
o  This vulnerability allows an attacker in possession of the Veeam ONE Agent service
account credentials to perform remote code execution on the machine where the Veeam
ONE Agent is installed.
o Fixed Version: Veeam ONE v12.2 (build 12.2.0.4093)

e CVE-2024-42019 | Base Score: 9.0 - Critical
o  This vulnerability allows an attacker to access the NTLM hash of the Veeam Reporter
Service account. This attack requires user interaction and data collected from Veeam
Backup & Replication.
o Fixed Version: Veeam ONE v12.2 (build 12.2.0.4093)

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions
at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.veeam.com/kb4649

https://www.csc.gov.ae
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