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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a critical vulnerability has been discovered in Progress
LoadMaster, a popular load balancing and application delivery controller (ADC) solution.

TECHNICAL DETAILS:

Progress Software Corporation has issued a security advisory for a critical vulnerability (CVE-2024-
7591) affecting its LoadMaster application delivery controller (ADC) and load balancer solution. The
vulnerability, which carries a CVSS score of 10, has the potential to allow unauthenticated, remote
attackers to execute arbitrary system commands through the management interface of LoadMaster.

Details:
e Vulnerability ID: CVE-2024-7591
e (CVSS Score: 10.0 (Critical)
e Exploit Type: Unauthenticated Remote Code Execution (RCE)

Affected Products:
e LoadMaster-7.2.60.0 and all prior versions
e  Multi-Tenant Hypervisor-7.1.35.11 and all prior versions

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to update the affected products to the fixed version at
the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.
REFERENCES:

e https://support.kemptechnologies.com/hc/en-us/articles/29196371689613-LoadMaster-
Security-Vulnerability-CVE-2024-7591
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