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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed an active exploitation of critical remote code execution
vulnerabilities in WPS Office, a widely used office productivity suite.

TECHNICAL DETAILS:

Multiple critical remote code execution vulnerabilities have been discovered in WPS Office, a widely
used office productivity suite.

Vulnerabilities Details:

1. CVE-2024-7262

e (CVSS Score: 9.3 (CRITICAL)

e Improper path validation in promecefpluginhost.exe in Kingsoft WPS Office version
ranging from 12.2.0.13110 to 12.2.0.16412 (exclusive) on Windows allows an attacker to
load an arbitrary Windows library. The vulnerability was found weaponized as a single-
click exploit in the form of a deceptive spreadsheet document.

e Ithas been reported that its actively exploited to install a backdoor known as SpyGlace.
o Affected Products: affected from 12.2.0.13110 before 12.2.0.16412

2. CVE-2024-7263

e (CVSS Score: 9.3 (CRITICAL)

e Improper path validation in promecefpluginhost.exe in Kingsoft WPS Office version
ranging from 12.2.0.13110 to 12.2.0.17115 (exclusive) on Windows allows an attacker to
load an arbitrary Windows library. The patch released in version 12.1.0.17119 to mitigate
CVE-2024-7262 was not restrictive enough. Another parameter was not properly sanitized
which leads to the execution of an arbitrary Windows library.

o Affected Products-WPS Office version ranging from 12.2.0.13110 to 12.2.0.17115

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions
at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.wps.com/whatsnew/pc/20240422/
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