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The UAE Cyber Security Council has observed that SAP released a security bulletin addressing 
multiple vulnerabilities including critical vulnerabilities. 

 
 
 

On September 10, 2024, SAP's Security Patch Day resulted in the release of 16 new Security Notes 
and 3 updates to previously released Security Notes. The updates addressed various vulnerabilities 
across multiple SAP products, with several notes categorized as "Hot News" due to their high severity. 
 
Notable Vulnerabilities Details: 

 
• CVE-2024-41730 | CVSS Score: 9.8 – Critical | Missing Authentication check in SAP 

BusinessObjects Business Intelligence Plaform 
o If Single Signed On is enabled on Enterprise authentication, an unauthorized user can get 

a logon token using a REST endpoint. The attacker can fully compromise the system 
resulting in High impact on confidentiality, integrity and availability. 

o Affected Products - SAP BusinessObjects Business Intelligence Platform, Version – 
ENTERPRISE 430, 440 

 
• CVE-2024-33003  |  CVSS Score: 7.4 – High | Information Disclosure Vulnerability in SAP 

Commerce Cloud   
o Some OCC API endpoints in SAP Commerce Cloud allows Personally Identifiable 

Information (PII) data, such as passwords, email addresses, mobile numbers, coupon 
codes, and voucher codes, to be included in the request URL as query or path parameters. 
On successful exploitation, this could lead to a High impact on confidentiality and 
integrity of the application. 

o Affected Products - SAP Commerce Cloud, Versions - HY_COM 1808, 1811, 1905, 2005, 
2105, 2011, 2205, COM_CLOUD 2211 

 
 
 

 
The UAE Cyber Security Council recommends applying the security updates released by SAP. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 
 
• https://support.sap.com/en/my-support/knowledge-base/security-notes-

news/september-2024.html 
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https://www.cve.org/CVERecord?id=CVE-2024-41730

