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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Citrix released a security bulletin addressing
multiple vulnerabilities in its Workspace application for Windows.

TECHNICAL DETAILS:

Citrix released a security bulletin addressing multiple vulnerabilities in its Workspace Application
for Windows. These vulnerabilities if exploited could allow a local user to gain SYSTEM privileges on
the machine.

Vulnerability Details:
e CVE-2024-7889 | Improper Control of a Resource Through its Lifetime
o Base Score: 7.0 - High

e CVE-2024-7890 | Improper Privilege Management
o Base Score: 5.4 - Medium

Impact:
e Local privilege escalation allows a low-privileged user to gain SYSTEM privileges

Affected Versions:
e Current Release (CR): Citrix Workspace app for Windows versions BEFORE 2405

e Long Term Service Release (LTSR): Citrix Workspace app for Windows versions BEFORE
2402 LTSR CU1

Fixed Version:
e Current Release (CR): Citrix Workspace app for Windows 2405 and later versions
e Long Term Service Release (LTSR): Citrix Workspace app for Windows 2402 CU1 LTSR and
later versions

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions
at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.citrix.com/s/article/CTX691485-citrix-workspace-app-for-windows-
security-bulletin-cve20247889-and-cve20247890?language=en_US
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