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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that a critical security vulnerability, designated as CVE-
2024-8517, has been identified in the SPIP open-source content management system.

TECHNICAL DETAILS:

A critical security vulnerability, designated as CVE-2024-8517, has been identified in the SPIP open-
source content management system. This vulnerability could allow unauthorized access and
manipulation of sensitive data. A patch has been released to address this issue

e CVE ID: CVE-2024-8517- SPIP before 4.3.2, 4.2.16, and 4.1.18 is vulnerable to a command
injection issue
Score:9.8 (Critical)
A remote and unauthenticated attacker can execute arbitrary operating system commands
by sending a crafted multipart file upload HTTP request.

e Affected Versions: Versions prior to 4.3.2, 4.2.16, and 4.1.18.

¢ Fixed Versions: SPIP versions 4.3.2, 4.2.16, and 4.1.18.

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to update SPIP to the fixed version.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.
REFERENCES:

e https://nvd.nist.gov/vuln/detail/CVE-2024-8517

https://www.csc.gov.ae
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